Adaptive Malware Detection in Network Traffic Using Few-Shot In-Context
Learning

Abhinandan Dubey
abhinandandubey@live.com

Abstract

Traditional malware detection systems often
rely on signature-based methods or static anal-
ysis techniques to identify known malware in-
stances. However, these approaches struggle to
keep pace with the rapid evolution of malware,
as attackers continuously develop new variants
and evasion techniques. This work explores
various state-of-the-art transformers and large
language models for malware detection based
on network traffic captures. It also presents
a novel approach for classifying network traf-
fic records in a Few-Shot In-Context Learning
scenario using GPT3 model with the ‘DSPy* li-
brary. The results demonstrate the effectiveness
of the few-shot learning model in classifying
network traffic, highlighting its potential for
real-world application in network security.

1 Introduction

Traditional methods may not effectively detect
zero-day attacks or previously unseen malware. In
contemporary malware detection systems, machine
learning plays a pivotal role in enabling adapt-
ability and efficacy. To address these limitations,
there is a growing interest in developing adaptive
malware detection systems that can effectively
identify novel and evolving malware threats in
network traffic. Feature engineering remains a
cornerstone of malware detection, involving the
extraction of relevant features from raw data to
represent network traffic or malware samples
effectively. Feature selection techniques further
enhance detection accuracy by identifying the
most discriminative features, thereby streamlining
the learning process and improving model inter-
pretability.

Deep learning models, notably convolutional
neural networks (CNNs) and recurrent neural
networks (RNNs), have gained prominence for
their ability to automatically extract intricate

patterns from raw data, at a compromise for
explainability. These models excel in capturing
complex relationships within network traffic or
malware binaries, thereby enhancing detection
accuracy. Transfer learning has garnered attention
for its ability to leverage pre-trained models
on large-scale datasets to bootstrap learning on
smaller, domain-specific datasets. By transfer-
ring knowledge from related tasks or domains,
transfer learning enhances the generalization
and adaptability of malware detection models,
especially in scenarios where labeled malware
samples are scarce, or modeling and defining
what constitutes "normal"” behaviour might be an
intractable problem. This is where semi-supervised
and unsupervised learning approaches are pivotal
when labeled malware samples are limited. These
techniques, such as self-training, co-training, and
clustering-based methods, identify patterns and
anomalies in network traffic or malware binaries
without heavy reliance on labeled data, thus
facilitating robust detection even in data-scarce
environments.

These methods are often combined or adapted to
suit specific malware detection scenarios, consider-
ing factors such as dataset characteristics, compu-
tational resources, and deployment constraints. As
the field of machine learning continues to evolve,
researchers and practitioners explore novel tech-
niques and frameworks to enhance the effective-
ness and adaptability of adaptive malware detection
systems. Using few-shot in-context learning for
detecting malware using network traffic involves
leveraging the ability of few-shot learning models
to generalize from limited examples and contextual
understanding of the network traffic.

1.1 Task Definition

Our approach involves using network traffic to iden-
tify presence of malware using fine-tuned large



language models and exploring the possibility of
few-shot in-context learning, which leverages deep
learning techniques to learn from a small number
of labeled examples within the context of a broader
dataset.

Definition 1.1 Given a dataset

D = {7’1,7“2, ceny TN}

where r; represents a record in network traffic, the
task is to learn a function f : Ry — Y that accu-
rately predicts if a record ry is malicious.

2 Prior Literature

Malicious traffic refers to network traffic that is
carefully designed to attack a network, system, or
application. Hackers usually use malicious traf-
fic to carry out various network attacks, such as
denial-of-service attacks, data theft, and malware
distribution, thus causing severe threats and losses
to the economic interests and information security
of enterprises, governments, and users. In recent
years, malicious software commonly employs traf-
fic encryption techniques in order to circumvent the
detection of firewalls and antivirus software. Al-
most all malware currently uses traffic encryption
techniques, which pose a great challenge to mali-
cious traffic detection. Therefore, the research and
development of effective malicious traffic detection
and defense techniques are of critical importance
for cyberspace security.

Existing methods for traffic identification can
be grouped into four types: port-based, construc-
tive fingerprinting techniques, statistical methods,
and deep learning models [9]. Port-based meth-
ods rely on fixed port numbers assigned to appli-
cations, but modern programs employ techniques
such as random port policies and Network Address
Translation protocols, making port-based classifica-
tion increasingly inappropriate for modern network
environments. Fingerprint construction methods,
such as Deep Packet Inspection [6] and FlowPrint
[7], analyze past attack traffic data and extract spe-
cific strings or unencrypted information as traffic
fingerprints for identification. However, these ap-
proaches are highly reliant on plaintext informa-
tion.

Statistical methods, such as AppScanner [12]
and BIND [13], utilize distinctive traffic features
and machine learning models for classification.
These methods are lightweight and can effectively

classify encrypted traffic, but they require spe-
cially designed features, which makes them time-
consuming, costly, and laborious [4].

There are various previous works which focus
on employing deep learning techniques to improve
network traffic classification and malicious traffic
detection. While they share the common goal of
enhancing accuracy and efficiency in these tasks,
each paper presents a unique approach and model
architecture.

The paper "Identification of encrypted and mali-
cious network traffic based on one-dimensional
convolutional neural network" by Zhou et al.
(2023) concentrates on identifying both encrypted
and malicious network traffic. They propose the
HexCNN-1D model, which combines normalized
processing and attention mechanisms with a one-
dimensional convolutional neural network (CNN).
The authors introduce Global Attention Block
(GAB) and Category Attention Block (CAB) to
handle detailed data information of encrypted and
malicious traffic categories. Experiments are con-
ducted in four different network environments to
identify conventional, encrypted, malicious, and
mixed traffic.

Similarly, the work "Research on Anomaly Net-
work Detection Based on Self-Attention Mecha-
nism" by Hu et al. (2023) aims to improve the
efficiency and accuracy of network traffic anomaly
detection. However, their approach differs from
Zhou et al. (2023) as they focus on feature engineer-
ing to construct a comprehensive dataset (DNTAD)
by re-extracting and designing feature description
sets from raw traffic data. They develop a detection
algorithm model based on Long Short-Term Mem-
ory (LSTM) and a recurrent neural network self-
attention mechanism, evaluating its performance
on the constructed DNTAD dataset and comparing
it with other advanced methods.

Deep learning-based methods, such as DF [14],
FS-NET [15], Deeppacket [16], TSCRNN [17],
and wang’s approach [5], have shown excellent
performance in traffic classification. These meth-
ods can automatically extract features from raw
traffic and attain high classification accuracy. How-
ever, existing deep learning-based approaches rely
on a large amount of labeled data, and the imbal-
ance of the dataset can significantly impact the
classifier’s performance [4]. Our literature review
demonstrates growing interest in applying deep
learning techniques to network traffic analysis. By



proposing unique model architectures and data pre-
processing methods, each paper contributes to the
advancement of accurate and efficient network traf-
fic classification and malicious traffic detection.
However, none of the papers here have tested the
ability of in-context learning in a few shot scenario,
and that is one possibility for detecting anomalies
which could be indicative of malicious behaviour
in network traffic data.

In contrast to the aforementioned approaches,
our research focuses on few-shot learning tech-
niques for network traffic classification. We also
explore the effectiveness of fine-tuned large lan-
guage models such as BERT, XLNet, and explore
GPT3 with learning from a limited number of la-
beled examples, aiming to address the challenges
of relying on large labeled datasets and specially
handcrafted features.

3 Data

We are using two primary datasets for this task -

1. Stratosphere CTU-13: The CTU-13 is a
dataset of botnet traffic that was captured in
the CTU University, Czech Republic, in 2011.
The goal of the dataset was to have a large cap-
ture of real botnet traffic mixed with normal
traffic and background traffic. The CTU-13
dataset consists in thirteen captures (called
scenarios) of different botnet samples. On
each scenario they have executed a specific
malware, which used several protocols and
performed different actions.

2. USTC-TFC2016: Wei et al. collected the
USTC-TFC2016 dataset, which comprises
both normal and malware traffic. The normal
traffic portion consists of 10 types of appli-
cation traffic generated using the IXIA BPS
network traffic emulation device. These ap-
plications can be categorized into 8 groups
based on the specific activities they involve.
The malware traffic portion is partially de-
rived from public websites and was collected
by CTU researchers between 2011 and 2015.
To ensure the dataset’s uniformity, the authors
truncated excessively large traffic samples and
combined the smaller ones, resulting in 10 dis-
tinct types of malware traffic.

Because of limited time and resources such as
GPU credits, we could only use the above
datasets. However, there is scope to use

additional datasets such as DEFCON CTF
PCAPs which includes PCAP files from
capture-the-flag (CTF) competitions and chal-
lenges organized by DEFCON. One could
also explore NETRESEC PCAP Data which
contains several public packet capture (PCAP)
repositories, which are freely available on
the Internet. It includes network traffic from
exercises and competitions, such as Cyber
Defense Exercises (CDX) and red-team/blue-
team competitions. It also includes PCAP files
which capture malware traffic from honeypots,
sandboxes or real world intrusions.

Sample Data
{
"http_method": "GET",
"user_agent": "Mozilla/5.0 (

Macintosh; Intel Mac OS
X 14_0) AppleWebKit
/605.1.15 (KHTML, like
Gecko) Version/16.5
Safari/605.1.15",

"host": "10.100.123.53",
"http_referer": null,
"url_ requested": "http

://10.100.123.53/1ib/
upgrade.txt",
"query_parameter": null,
"cookie": null,
"cookie_pair": null,
"http_content_type": null,
"http_data": null,
"is_valid": true,
"additional_info": "http.
request_number: 1",
"source_address":
"10.128.0.209",
"destination_address":
"10.100.123.53",
"timestamp": 1708188225,

"is_malicious": O,
"tcp_src_port": "34775",
"tcp_dst_port": "80"
}
4 Model

We have explored various models in our study.
The extracted features from PCAP files, such
as content type headers, protocols, URLs etc
were converted into a JSON format which is
fed into various models. This includes BERT,
RoBERTa, XLNET, and TS5 in a fine-tuning
setting, and the GPT3 model in a few-shot
learning scenario. For BERT, we leverage the
bidirectional context captured the model so it
is able learn to identify patterns and classify
packets indicative of malicious traffic. The


https://www.stratosphereips.org/datasets-ctu13
https://github.com/yungshenglu/USTC-TFC2016
https://media.defcon.org/
https://media.defcon.org/
https://www.netresec.com/index.ashx?page=PcapFiles

Table 1: Evaluation Results for Different Models in Fine-Tuning Setting

Model Accuracy Precision Recall F1 Score
BERT 0.988 0.979 1.000 0.990
XLNet 0.992 0.986 1.000 0.993
RoBERTa 0.992 0.986 1.000 0.993
T5 1.000 1.000 1.000 1.000

Table 2: Evaluation Metrics for Different Values of k£ in Few-Shot ICL Setting

k  Accuracy Precision

5 0.860
10 0.930
20 0.965
50 1.000

1.000
0.963
0.953
1.000

Recall F1 Score
0.748 0.856
0.909 0.935
0.986 0.969
1.000 1.000

fine-tuned BERT model is used to classify
new, unseen traffic as either malicious or be-
nign based on the extracted features. We have
also explored XLNet, in a similar fashion,
with its permutation language modeling objec-
tive, which was adapted for malicious network
traffic prediction. By fine-tuning XI.Net on
our labeled dataset, the model learns to iden-
tify malicious packets in network traffic. We
have also explored TS5 model by framing the
problem as a text-to-text task. T5 was simi-
larly fine-tuned on a labeled dataset, where the
input is the text representation of the extracted
features, and the output is the corresponding
label (MALICIOUS or BENIGN).

5 Methods

5.1 Data Preprocessing

Packets are parsed from PCAP files using our
novel network traffic parsing framework which ex-
tracts information from Layer 4 and Layer 7. The
framework yields a dataset, consisting of HTTP
packet contents, which is saved as a JSON file.
Each record in the dataset contains various fields
such as HTTP method, user agent, host, URL, and
other relevant information. The dataset is split into
training and testing sets. To prepare the data for
training and testing the malware detection models,
we developed a pre-processing pipeline to extract
HTTP information from network packet captures
(PCAP files). The pre-processing code utilizes the
pyshark library to capture packets and extract
relevant fields such as HTTP method, user agent,
host, URL requested, query parameters, cookies,
content type, and more. Each packet is labeled as ei-

ther malicious or benign based on the source PCAP
file. We also evenly split the data into training and
testing sets based on a 75% training and 25% test-
ing ratio. The resulting JSON files serve as the
pre-processed dataset for training and evaluating
the malware detection models. This pre-processing
pipeline ensures that the relevant HTTP informa-
tion is extracted from the network traffic data and
labeled appropriately for training and testing pur-
poses.

5.2 Model Training
5.2.1 Fine-Tuning LLM

A custom dataset class, HT'TPDataset, is defined
to handle the JSON data and prepare it for train-
ing. The pre-trained BERT model and tokenizer are
loaded, and the model is fine-tuned on the HTTP
traffic dataset using the Hugging Face Transform-
ers library. The fine-tuned BERT model is used
for inference on new data. Similar to the BERT-
based approach the pre-trained XLLNet model and
tokenizer are loaded, and the model is fine-tuned
on the HTTP traffic dataset. This process is done
for BERT, RoBERTa, XLNET and T5 models.

5.2.2 Few-Shot In-Context Learning (FS-ICL)
Approach

We utilize the DSPy library for this approach.
A class PacketClassifierSignature is
defined to specify the input and output fields
for the packet classification task. The class
PacketClassifierFewShot, which inher-
its from dspy.Module, represents the few-
shot learning model for packet classification.
Training and testing examples are created using
dspy.Example, containing the packet and its
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Figure 1: ROC Curves for various models on fine-tuning task

corresponding label. Predictions are generated us-
ing the compiled few-shot models on the test set,
and the model’s performance is evaluated for each
value of k (number of examples provided)

6 Results

Our models are evaluated on a test set, which in-
cludes packets completely unseen by the model.
The results have been summarized in Table 1 and
2. Several performance metrics are calculated to
assess the model’s effectiveness. Let TP, TN, FP,
and FN denote the number of true positives, true
negatives, false positives, and false negatives, re-
spectively. The metrics are defined as follows:

TP+TN
TN+FP+FN

* Accuracy: 7p
* Precision: TIL%

¢ Recall: TP+FN

Precision X Recall
* F1 Score: 2 x Preciston+ Recall

7 Analysis

We can use the Receiver Operating Characteristic
(ROC) curve to analyze and visualize the model’s
performance at different k£ values (where k is num-
ber of examples in the few-shot scenario). The
ROC curve illustrates the trade-off between the
true positive rate (TPR) and the false positive rate
(FPR) as the classification threshold varies. The
TPR and FPR are defined as follows:

* True Positive Rate (TPR): = P = F N

* False Positive Rate (FPR): FPLTN +T ~

The area under the ROC curve (AUC) is com-
puted to quantify the model’s discriminatory power.
From 2 we can see that the model performance
increases as it sees more examples.

8 Conclusion

The research presented in this paper demonstrates
the effectiveness of the various NLU techniques
and state of the art models such as BERT for the
malware detection task, along with a GPT3 based
model which can classify HTTP traffic as MAL-
WARE or BENIGN in a few-shot scenario. How-
ever, there are several avenues for future work to
further enhance the proposed approach:

1. Exploring the impact of including additional
features or representations of the HTTP
records, such as leveraging domain knowl-
edge or feature engineering techniques, to im-
prove classification performance.

2. Investigating the scalability and real-time ap-
plicability of a RAG (Retrieval-Augmented)
model in handling large-scale network traffic
data and adapting to evolving malware pat-
terns.
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Figure 2: ROC Curves for GPT3 on Few Shot ICL task

3. Comparing the performance of the our models
with other state-of-the-art classification algo-
rithms to identify potential improvements and
complementary approaches.

4. Conducting further analysis on interpretability
and explainability to gain insights into the
key factors contributing to the classification
decisions.

Known Project Limitations

Network packets can often vary quite a lot in nature.
For this reason, it is quite easy to overfit and har dto
generalize. While this makes it hard to train task-
specific models which can generalize, this pushes
us further to explore this in a few-shot in context
learning scenario which has shown to perform well.
Our dataset can also be expanded significantly to
fill this gap. The few-shot learning approaches rely
on a relatively small number of labeled examples
for training. While this is an advantage in scenarios
with limited labeled data, it may impact the general-
ization ability of the models when applied to larger
and more diverse datasets. The performance of the
models may not scale well to real-world scenarios
with a broader range of network traffic patterns.
Dataset imbalance in real world: Our study does
not explicitly address the issue of class imbalance
in the real world. If the proportion of malicious and
benign traffic samples is significantly skewed, it
can affect the model’s performance. For our study,
we have handpicked sample ratios to make sure

we do not have imbalance. The high accuracy and
precision scores reported in the results may be in-
fluenced by this carefully crafted class distribution,
and the models may struggle to correctly classify
the minority class (e.g., benign traffic) when the
dataset is heavily imbalanced in real world.
Concept drift: Network traffic patterns and mal-
ware behaviors evolve over time, leading to con-
cept drift. The models trained on a specific dataset
may become less effective as new types of malware
emerge or network traffic characteristics change.
The study does not discuss strategies for adapting
the models to handle concept drift and maintain
their performance over time.

Computational resources : Deep learning-based
approaches, such as BERT and XLNet, often re-
quire significant computational resources for train-
ing and inference. The study does not provide
details on the computational requirements of the
models, which can be a limiting factor in resource-
constrained environments or real-time detection
scenarios. Also, while the study compares the per-
formance of different few-shot learning approaches,
it does not provide a comprehensive comparison
with traditional machine learning algorithms or
rule-based systems commonly used in network traf-
fic classification.

A note on real-world deployment challenges:
The study focuses on the performance evaluation of
the models using specific datasets and evaluation
metrics. However, it does not address the chal-



lenges and considerations involved in deploying
these models in real-world network environments,
such as integration with existing security systems,
scalability, and runtime performance.

Addressing these limitations in future work can
help strengthen the proposed approaches and pro-
vide a more comprehensive evaluation of their ef-
fectiveness in detecting malware in network traffic
using few-shot learning techniques.
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